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From the Technical Coordinator
Jeff Kopcak — K8JTK TC

k8jtk@arrl.net

Hey gang,

October is associated with a number of things: apple cider, fall
weather, foliage displays, pumpkins, and Halloween costumes. One
thing that might be gruesome, like some Halloween costumes, is most
people’s cyber hygiene. Cyber hygiene relates to practices and
precautions users take to keep their data safe and secure from outside
attacks. October, in addition to the above, is Cybersecurity
Awareness Month. It is a way to raise awareness about the
importance of cybersecurity and give everyone resources to be more

secure online.
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First up, web browser. This is the portal and gateway to
modern computing. A browser should be current,
supported, and one that is updated. Current web
browsers are ones like Chrome, Firefox, Microsoft
Edge, and Opera. These are constantly being updated to
support newer technologies, protect users, and eliminate
known vulnerabilities. Don’t use a camera, microphone,
or other accessories during browsing interactions?
Disable access to them in the browser’s options. I’'m not
sure the last time I used a MIDI interface. Disabling it
hasn’t affected my browsing in Chrome.

Browser extensions (or plugins): Limit the number of
installed extensions and make sure they are also current
and being updated. The one extension I have on every
browser I use, including at work, is uBlock Origin. It is
an excellent ad-blocker and does it very effectively.
Additional features include ability to block other sources
of vulnerabilities, such as scripts, large media items, like
videos, and known bad domains. A lot of people love

NoScript. It’s even better, security-wise, than uBlock Origin. However, like everything in security, there are
tradeoffs. NoScript does what it says, block scrips like JavaScript because they are a major source of security
problems. This is great in principle but it basically breaks every site on the Internet. Whitelisting necessary
scripts to make a trusted site work, I think, is more effort than it’s worth. Choose the better option for you. For
me, it’s uBlock.
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Another good browser extension is HTTPS Everywhere. When a site is loaded over an unsecure connection,
this extension upgrades it to a secure connection is one is available. Most severs configured by capable admins
are now serving up HTTPS by default and redirecting HTTP connections to HTTPS. Finally, PrivacyBadger is
good at blocking third-party tracking and browser fingerprinting. Browser fingerprinting is the ability for a site
to interrogate the browser about the system it is running on. For example, which browser, is it accepting
cookies, plugins installed, time zone, screen size and color depth, system fonts, language, OS and platform,
touch device, and device memory. PrivacyBadger blocks sites from accessing many of these properties.

Bad sites: In August, I talked about the Pi-Hole security device. This device provides similar blocking to
uBlock Origin but at the network level. Any browser plugins only add protection to sessions in that browser. It
doesn’t block tracking, malware, or ads in other applications running on the PC. It doesn’t offer protection for
any other device on the network such as phones, tablets, streaming, surveillance, and “smart” devices. That is
where Pi-Hole comes in by blocking known bad domains at the network level. It will keep ads off smart TVs,
Roku’s, and keep digital footprints to a minimum. A caveat, devices using hardcoded DNS servers (usually
[oT, DNS over HTTPS) will bypass any Pi-Hole filtering. Routers that can perform NAT Redirection can re-
route requests to Pi-Hole and block DOH.

If you don’t want to add a device like Pi-Hole, changing DNS servers in a home router will offer more
protection. I recommend OpenDNS as a security focused DNS service. OpenDNS is free to use and enabled by
simply setting Primary DNS and Secondary DNS to these IPs: 208.67.222.222 & 208.67.220.220 — does not
matter which goes into primary/secondary. They do offer paid services which can categorically block sites and
does require a little more setup. Another good DNS filtering service is “Quad 9” or 9.9.9.9 as the DNS server.
These services block access to known infected sites made through DNS requests.

Password managers: sites do a relatively poor job of securing their user and password databases. On the other
hand, users do a poor job of choosing strong passwords. We know this because of sites like Have [ Been Pwned
(pronounced “owned”) which search stolen password databases for associated Email addresses. Showing as
‘pwned’ on that site indicates the Email address was found in a database breach. Searching an old Email
address of mine found two services I did not recognize. I suspect the data changed hands through company
acquisition but, more likely, my information was sold to the highest bidder.

() Database.kdbx - KeePass — | X
Lists are published of the most commonly used File Growp Enty Find View Tools Help
passwords from these breaches. Many are even HoEd < 8V@ Q& QT . @
easy to guess like 123456, password, qwerty, Ststedii] Dotoboon bob
. 5 Database Title User Mame Password URL Mates =
dragon, baseball, monkey, and letmein. A General B Examole | o veereree | bt Sorme not
i -'{J_\‘ Windaws / xample useriexa... pi._....exa... aIme notes,
password manager will generate strong passwords 5 (bampie ] adea. e T G e
, “—A Network ‘3Ekamp|e3 user@exa.. 77T a1y Copy User Mame Ctrl+B
and remember them so you don’t have to. In ‘.g'”;:'f“ @Eamples  usei@exa. ] CopyPasword  CiileC
. Ly eldal T R
general, if you can remember passwords for % Homebanking g B e URLis >
. . . T Recycle Bin ’ Xample o Userdiexa... = "
services, you’re doing it wrong. It’s good to know @ feyees Qbomple7  wsei@exa.. i PG AT
the password for logging on to the computer and o p—— o
= - " :\. it entry... nter
the password for your password manager. That’s 1 Bample 10 user@era.. Edit Entry (Quick) »
. . % Example 11 userexa... Gt Bt el
about it anymore. Being able to remember @hiample 12 user@exa., uplicate Entry...  Ctrls 5
s e e s - % Delete Entry Entf 1 "
passwords means they rc prObably easy to guess' Group: Internet, Title: Example 2, User Name: user@example.net, Pa E
Creation Time: 16.07.2020 19:40:23, Last Modification Time: 16.07.2C Eelec il (Gt
Same notes Rearrange '
| of 24 selected Ready.

KeePass main window (keepass.info)

TOP?
J|Page


https://www.eff.org/https-everywhere
https://privacybadger.org/
https://panopticlick.eff.org/
http://www.k8jtk.org/2020/08/30/ohio-section-journal-the-technical-coordinator-august-2020-edition/
https://pi-hole.net/
https://en.wikipedia.org/wiki/DNS_over_HTTPS
https://www.opendns.com/home-internet-security/
https://www.quad9.net/
https://haveibeenpwned.com/
https://github.com/danielmiessler/SecLists/blob/master/Passwords/Common-Credentials/10-million-password-list-top-1000.txt
https://github.com/danielmiessler/SecLists/blob/master/Passwords/Common-Credentials/10-million-password-list-top-1000.txt

S5@/[hg@owtWF(6eDOXRO0 — is not be an easy to guess password, has lots of entropy, and would take around
1.15 thousand trillion trillion centuries to guess using one thousand guesses per second.

LastPass & KeePass will do the job of creating strong passwords and remembering (saving) them. Both of
these password managers are considered best-of-breed because of their features, history of responding to issues
quickly, and constantly squashing bugs. Other password managers do not have this reputation and most don’t
offer adequate protection from attacks. LastPass is an online service. They have a free option but useful
features will be found in the $3/month for single user and $4/mo. for families. If you don’t trust “the cloud” or
want to manage your own password database(s) offline, KeePass is what you want.

Both have the ability to generate, store passwords, and save notes associated with an account. Largely they’re
both available on multiple platforms in multiple browsers. LastPass apps tightly integrate many device types
with their service. KeePass relies largely on the community to implement addons and create apps for platforms
like Android. LastPass has nice features allowing sharing among family members or sharing banking
credentials with a spouse. Another feature I like in LastPass is the ‘dark web’ monitoring and alerting for
breached credentials. These alerts let you know it’s time to change that password. To retrieve stored usernames
and passwords from a password manager, they’re copied and pasted from the app or automatically filled into a
webpage using a browser extension.

—— . Both services require some sort of master
G = password which MUST be remembered.

. Ao LastPasse-:|  Q saarch my - LastPass gets its name from the password used
Al items El= sovromon - to access their service as the ‘last password’
Favorites (11) v you’ll ever need. An easy way to generate such

amazoncon amazon_ — o as passwqrd would be to ﬁnd a famous speech,
Amen evrnte song, or lines from a movie. Take the first letter
of each word, throw in some numbers, and
facebook Google h . 4 .
ok — voila! Strong master password. This method
will create a password that is hard to crack but
\ : dd New Folder [N Y]
NETFLIX || Seslack || vertzon’ HERSES easy for you to remember. As an example, take
eE=1 the first line of the Gettysburg Address:
Business & Productivity (2)
s secureoce [ Four score and seven years ago our fathers
huvouiniil| Bedumend e ° brought forth upon this continent, a new nation,

conceived in liberty, and dedicated to the
proposition that all men are created equal.
LastPass interface (lastpass.com) Taking the first character of each word:

Fsasyaofbfutc — even to the first comma is 14 characters and already on its way to being very strong. Get
creative, maybe take the second or third letter of every word. Throw in some random capitalization. Then add
maybe parts of an old phone number, an old address, old work address, old dorm room number, kids ages, etc.
Then it becomes: FsasyaOfbfuTC219419216 — all of a sudden you have a password that takes 8.75 hundred
trillion trillion centuries to guess. Sure, you’ll want to write down this password until its memorized. Destroy
the written copy after it’s definitely committed to memory.

TOP"
4|Page


https://en.wikipedia.org/wiki/Entropy_(computing)
https://www.grc.com/haystack.htm
https://www.lastpass.com/
https://keepass.info/

All this assumes there is no monitoring of the computer or device, no key logging, no intercepting
communications, no monitoring the clipboard, etc. The strongest password does no good if it’s used on a
compromised machine or used over an unsecure communication channel such as HTTP, FTP, or Telnet — which
all use plain-text passwords.

Should there be a situation where you can’t create a completely random password
in a password manager or want to use a password that can be more easily
remembered in certain situations (not your master password, that would be bad
practice), use the xkpasswd generator. Inspired by an XKCD comic, it uses a
method of random numbers and common words to create memorable passwords.
The example they give: correcthorsebatterystaple — correct, horse, battery, staple.
Last practice I’ll mention this time around is use multifactor authentication. This is
also commonly referred to as 2-factor authentication (2fa) or MFA. MFA uses
more than one authentication method to validate identity. Usually consisting of
something you know, a password, and something you have — a phone app or
hardware token. This approach is an additional layer of authentication with the
hope that miscreants don’t have access to one or more of those authentication
methods. Good multifactor auth changes or rotates every time it’s used or changes
after a set amount of time. Modern multifactor technology has been around for
more than 15 years. Many companies are rapidly adopting it for all employees
because they see value and it has proven to be a good way of keeping miscreants
out of their systems. More and more services are adding two factor authentication.
Multi-factor works by going to site-I-login-to[dot]com. Enter your username and
Google Authenticator password. Usually after clicking log on, you are presented with a multi-factor
(play.google.com) prompt. Consisting of a pin that rotates frequently, clicking ‘approve’ in a mobile

app, hitting a button on a hardware token, or being sent a unique code via SMS text
or Email to enter into the site. A lot of services use SMS text messages and Emails. Those two should not be
the primary multi-factor validation. SMS messages can be intercepted by miscreants who could have hijacked
or cloned the SIM card from the carrier. If they have your password and hijacked SIM card, they might as well
be you. Email is readily accessible to organizations hosting the mail server and often transmitted on the wire in
the clear — though progress is being made to encrypt email messages in transit.

Google Autherticator

I like TOTP (time-based one-time password) solutions such as Google Authenticator on a phone or tablet. The
password manager database is on the computer or in the cloud. The app lives on the phone, separate from the
database. TOTP is an open standard, supported in nearly all services that offer multi-factor auth, doesn’t need a
data connection, and isn’t stored anywhere except in a protected database on the phone. These passwords
change every 30 seconds and are 6 digits long. In the case where a phone might get lost, there are “recovery”
tokens that are generated at the time TOTP is configured. Where should the recovery tokens should be stored?
They can be printed and stored in safe, or use your new password manager to secure them!
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It’s a couple years old, but Krebs on Security’s Scrap
Value of a Hacked PC takes a look at all the things
miscreants could do with information learned from a
compromised machine. Things like hostage attacks
through ransomware (encrypt files and demand
payment to decrypt) and reputation hijacking of the
social medias or credit scores. Brian’s site is also
entertaining reading for taking a peek into the ‘dark
web’ on things criminals do with stolen data and
credit cards. Other useful security tools are Security
Planner which walks you through creating a

customized security plan based on interests and goals.

PrivacyTools provides tools and knowledge for
protection against mass surveillance.
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Scrap Value of a Hacked PC (krebsonsecurity.com)

These steps and suggestions from known good resources will greatly improve your cyber hygrine for

Cybersecurity Awareness month.

Thanks for reading and 73... de Jeff - K§JTK

From the Section Emergency Coordinator
Stan Broadway, NSBHL - SEC
broadways@standi.com

The Ohio SET — Win or Lose?

On this writing we’re only days past the Ohio Simulated
Emergency Test (SET) so I don’t have a great deal of solid

numbers yet.

Before it started

Major applause is due Matt Curtin, KD8TTE, who spent
literally months creating a major exercise that affected not
only amateur radio but several major agencies as well. In fact,

the Director of FEMA was briefed on the event, and

congratulatory messages from the government’s IPAWS (Integrated Public Alert and Warning System...

“Lookout here come the nukes!”) organization were received. Matt’s approach was to play us as we would
when a real emergency blossomed — keeping everyone including me in the dark, except to know that we were to
activate for the weekend. Here’s a view of those who registered:

e Sponsor: 4th Civil Support and Sustainment
Brigade (OHMR)
e Participants:
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FEMA Integrated Public Alert and Warning

Jefferson County Ohio ARES

System (IPAWS) R&D

e DHS SHARES e [Lake County ARES

e US Coast Guard Auxiliary e Licking Co. ARES

e 121st Air Refueling Wing (Ohio Air National e Lorain County ARES
Guard)

e 179th Airlift Wing (Ohio Air National Guard) e Mahoning County ARES

Ohio Emergency Management Agency
AUXCOM

Marietta Memorial Hospital AUXCOM

e National Traffic System (NTS), Ohio Section, e Medina County ARES
American Radio Relay League (ARRL)

e Amateur Radio Emergency Service (ARES), e Montgomery County ARES
Ohio Section, ARRL

o Affiliates of Radio Relay International e Noble County ARC

e Brian F. Griffin, MD, DAAPM e Northwest Ohio ARES Traffic Net

e Buckeye Net e Ohio Digital Emergency Net

e (Central Ohio Poison Center e Ohio Single Sideband Net

e Central Ohio Traffic Net e Preble County ARES

e C(Clinton County ARES e REACT International

[ ] [ ]

Columbiana County Ohio EMA AUXCOM

Salvation Army SATERN West Mi. N
Indiana

e Coshocton County ARES e Seneca County ARES
e (Cuyahoga County ARES e Tri-County Traffic Training Net
e Delaware County ARES e Warren County Amateur Radio Emergency
Service
e Eastern Ohio Amateur Wireless Association e Washington County ARES
(Belmont County)
e Fairfield County ARES e Wayne County ARES

Franklin County Ohio Amateur Radio
Emergency Service

Franklin County Emergency Management &
Homeland Security AUXCOM

Wood County West Virginia ARES

Wyandot Area Ham Operators Organization

e (Greene County ARES
That’s a pretty good array of emergency communicators! My sincere thanks to all, registered or not!

The goal

We had one thing in mind this year: getting back to basics and that involves sending messages. Being able to
handle formal traffic has not been an emphasis of ARES, somehow, we figured we would just be able to walk
into a situation and slay the giant. Well, it doesn’t work that way and it was way past time to study up and get
to the next level of performance. In addition, we wanted to practice ‘real world’ alerting and activation. We
could not deploy, of course, so Matt worked up a series of video conferences in Google Meet which would put
the ham operator in ‘face to face’ communication with the agency person.
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The scenario

There were at least three major medical scenarios spread across the state, and message traffic was being
conducted from the scenes to hospitals and medical advisors elsewhere. In order to create the situation and be
there for ham operators, a group of leading physicians developed the scenarios, and took hours to create the
video meets involved.

The play

Some went exceedingly well. Some were more on the dismal side. A lot of that had to do with counties that
either weren’t alerted or weren’t brought into play. That happened to about three counties. Others were busy, a
few were not. It was spotty. There were some delays in handling the traffic. On the good side, a lot of messages
did get passed, and in particular Buckeye Net, and it’s stellar design to join the flexibility of voice net checkins
with digital net movement of traffic, shone beyond expectations. Steve Judd, WB8YLO, spent four years
designing the system and this first field test worked very well. “Going the extra mile” kudos go to District 10
EC Mat Nickoson, KC8NZJ, who worked into the wee hours Saturday night to create specific additional injects
for the Northeast Ohio gang.

The result

We know where we stand. We’ve set a baseline of capability and we now are very solid with what training we
need to pursue for the rest of the year and beyond. All participants are to be congratulated on something very
important- very important during times of stress and deployment- and that is the good nature and professional
attitude everyone displayed.

We’ll have more detailed reports as we wade through the traffic that was gathered. We want to look at delivery
times, accuracy, and possible bottlenecks. We want to look at ways we can redesign the system to make this
work better in real life. So there’s more to come. In the meantime, my thanks and thanks again for all who
invested their time and energy to make it happen.

** You can view all of the SEC’s monthly reports on the website.. http://arrl-ohio.org/SEC/default.html

From the Affiliated Club Coordinator
Tom Sly, WBSLCD - ACC
tomsly29@gmail.com

ACC October 2020

First off — I made an error in last month’s column. I talked about
going to the DX Dinner at the Dayton Hamvention and mentioned that
it was sponsored by INDEXA. INDEXA does not put on the DX
dinner. That is South West Ohio DX Association (SWODXA) who
permits INDEXA to have their program collocated after the dinner.
My error. From their website: “SWODXA sponsors the annual DX
Dinner held on the Friday evening of Hamvention weekend in
Dayton, Ohio.
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In addition, SWODXA members moderate the Hamvention® DX
Forum. SWODXA is also the creator and proud sponsor of

the DXPedition® of the Year Award.” My apologies to both
SWODXA and INDEXA for my confusion. I’ve mentioned many times
in this column, and other places, that it’s OK, and even preferable, to
belong to more than one club. If you have an interest in working and/or
being DX, both of these clubs would be worthwhile belonging to!

SWODXA

WA SWODKA ORG

Poutfitlert Ole R Arvociation

Most people join a club because they want to surround themselves with people who share the same interests.
They want to surround themselves with the activities and the knowledge that will help them improve their own
experience with whatever hobby they have interest in. Clubs play an important role in helping their members
improve their experience with the subject of the club.

When looking for an Amateur Radio club to participate in, the newcomer will quickly discover that some clubs
are better than others at welcoming new members in. Some clubs are more socially oriented versus others that
are more radio activity and / or educationally oriented. Even others specialize in community or emergency
services. There are lots of choices. And here’s the point: you don’t have to join the closest club, and nothing
says you can’t belong to multiple clubs. Most areas in the OH Section have more than one club to choose from,
and now, with “virtual” experiences becoming more common, you don’t even need to be in the area to belong
and participate in some clubs.

As a young, or new Ham, you look at clubs from a “selfish” point of view as in “how will belonging to this club
help me become a better Ham?” At some point in your participation with the hobby there needs to be a
realization that for Ham Radio to continue to exist YOU need to become an active participant in helping others
to become proficient as a Ham. Doing that through service to your club is one of the best ways that you can
help others.

So, we talk a lot about clubs, and what they have to offer. But what about the members of the clubs? What
about you? What do your offer to your club, and what is your responsibility as a club member? I’m going to
talk to you about that, but first [ want to tell you a story that illustrates the point I’m trying to make. By the
way, in addition to being the OH Section ACC, I am also currently the President of the Portage County Amateur
Radio Service (PCARS).

As a club, PCARS will be celebrating our 15-year anniversary in November of this year. We’ve had a pretty
good run, a lot of fun, and I truly believe we have helped a whole bunch of hams to enjoy and improve
themselves in the hobby. I’ll admit that luck has had a part in it. Very early on, we were blessed to be involved
in a real estate deal that has given us a huge benefit. We had a club member who worked for ODOT. He found
out that ODOT was going to have their facility in Ravenna, OH bulldozed over, including the communications
tower. He came to me (I was also the first president of PCARS) and said that PCARS should buy this property
for the club. We were in our first year as a club. We had hardly any assets, a small membership, and there was
no way we were going to be able to take on a project like this. But our Vice President at the time, Jim —
KC8PD was also on the board of a local charitable organization called Family and Community Services
(F&CS). Family & Community Services was looking for a property.
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The ODOT facility was a good fit for their needs. They ended up getting the property for a “token” and ODOT
was able to leave, saving the state hundreds of thousands of dollars not to have to demolish the facility. Two
guys (both board members at the time) were looking out for the club.

As a result, PCARS has a “Club House” in space that F&CS makes available to us at very little cost. PCARS
members put in hundreds of man-hours to make the building, and specifically the area we occupy, suitable for
us to use. And let me tell you, it was a disaster when F&CS took control of the property.

So that brings me up to the present. In the space we have, there was one space that was never rehabbed and just
like everything else originally was, it was a disaster. Earlier this year I had suggested that if rehabbed, this
space would be perfect for a PCARS office. COVID hit and nothing happened. Nothing until last month. Our
current club Past-President Jim — AC8NT, his wife Linda, their son JC — KC3JXQ and their grandson Jax, took
it upon themselves to come in last month and make the space a usable office. They bought the materials and
provided all the labor. They didn’t have to do that, but they did. And they didn’t do some “crummy, lets get it
over with” job. It’s outstanding! It will make a difference for our club and I want to publicly Thank them for
their support!

I’ve told you all before that I have always been inspired by quotes from people in the past. I’'m reminded of a
quote from a famous life insurance salesman, Joe Gandolfo: “Ideas are a dime a dozen....but the man who puts
them into practice is priceless”. There are a lot of good people out there, with some very good ideas, but unless
you have the motivation and the drive to make them happen, it’s like hopping up and down on one foot (wasted
motion).

The worst thing I can think of for a club officer to hear from their membership is the phrase “I’ll do it if no-one
else will.” I want to change the conversation to what kind of an attitude do the members of a successful club
have, compared to a so-so club, or even a dead club.

When you look at most Amateur Radio clubs, a big part of their budget comes from their annual membership
dues. So having members on the roster is a benefit that helps most clubs. But most every club has members
that complain, that no matter what the dues are, it’s too expensive. Dues for most (if not all) Amateur Radio
clubs are pretty darn inexpensive! If you really belong to a club, you might want to pay your dues, on time,
with a big smile realizing what a bargain it probably is. And here’s a little secret that most club members have
not picked up on: you can deposit more than what the club requires!

After joining a club, the next best thing you can do is SHOW UP! Meetings, operating events, activities,
weekly nets — whatever. The most demoralizing thing for your club officers is to put a program together and
have no-one show up. (Vice-versa true also — if a member committee puts a program together and none of the
officers or board members show up.) Take it even further, say your club has a license class running. You aren’t
the teacher, or a class member, but you show up! The teacher now has some backup support. The class
members are impressed with what a “friendly” club you have. Everyone’s a winner!

I think you get the idea here. We need to be active and involved in the clubs we belong to for them to be
successful. Be the guy (or gal) that makes it happen! Don’t wait to be asked, jump in and get it done.

I’ve got one last thing to say about PCARS. We could use your help! Every year since our first, we have used
our club’s November meeting to raise funds for a local charity called “The Center of Hope” (COH).

TOPA
10| Page



Our 50/50 for November we always donate the club’s half to COH. We also ask for straight donations. This
year, 2020 has been one (*&&)(&*"%()%"%% year!

Most of us are pretty fortunate, but many in our community are not. COH provides hot meals and grocery items
for those families that have need in Portage county. 94 cents of every dollar collected goes directly to the
served community. Our contribution has been in the $9,000 - $10,000 range for the past couple years. Our goal
for this year is $12,000! You can go to the PCARS website and make a donation:
http://www.portcars.org/wp/?page_1d=12438

Or, you can by 50/50 tickets to be in our November drawing on the same page (for the first time ever, the
winner does NOT need to be present for the drawing), and, if you are so motivated, you can also JOIN PCARS
from the button on the same page. (Please forgive my unabashed promotion here)

In the last few months, I think I have pointed out my personal opinion of the year 2020! Hold on, 2021 is
coming. [ don’t usually celebrate New Year’s Eve; in fact I joke that at our house we have our celebration at
midnight (UTC) and go to bed early. This year will be an exception. It’s going to be a PARTY to celebrate the
end of 2020. I think 2021 can only be better. I think our hobby will only get better. Our clubs will get better.
A key point to everything getting better is YOU getting better, and our clubs working hard to make every
member better. Through 2020 I have seen lots of new hams looking for ways to figure out how to get involved
and learn more about the hobby. Clubs are the key here. If you go to just about any club’s website or
promotional materials, they all have license classes. They all talk about “Elmering” new hams. But, how many
clubs have an actual game plan or strategy for “Elmering” those new hams? Unfortunately, it’s a buzzword that
sounds good, but really has no defined meaning. I want to challenge your club to work on that as a part of your
2021 club goals. In my view, Elmering has to include several things on an “intentional” basis: Activities. New
hams need to have opportunities to have fun with their new hobby, and at the same time learn about the
equipment and the techniques available to them as a ham. Field Day. I hope everyone does this. Fox hunts. A
fun afternoon or evening activity you can participate in even if you’re not licensed yet! Portable operations —
yes, you can go out in the field at times other than Field Day. Classes. You might be surprised how many new
hams would like to learn the morse code. Digital modes — lots of ground to cover here. Basic soldering. Not
something everyone knows how to do these days. You get the idea here, new hams need to have opportunity to
learn about everything that’s not necessarily covered in the license materials!

Take it one step further — how about a “New Ham Boot-camp”? Could be a couple
hours, a day, even a couple days! New hams get their license and a Handi-talkie.
They need to have some help with a basic “add-on” antenna so they can actually hit
the repeater with a readable signal. (Just because they can hit the PTT switch and
hear the repeater BEEP doesn’t mean they can have actual communications)
Maybe this is where they could build that basic “tape measure” two-meter yagi for
fox-hunting that will also help them check into the local nets. Maybe they just need
someone to go over all the settings that new HT has and what they all mean and do.
How about an add on battery or power supply? Get them the right power cords
they’ll need and help them get standardized with PowerPole connectors. We take
all these simple things for granted, but to a new guy it can be overwhelming. Helping them get their license is
not the same as setting them up for success!
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A final thought, once again in a post-COVID world, many things can be done by a “consortium” of clubs! We
need to look for ways to work together and help each other make our clubs a more valuable asset for each
individual member. Sure, events like Field Day are a “competition” (but not a contest) and we all want Our
Club to do well. But, in most other areas we will do better for everyone by working together. Think about that
in the coming year!

73, Tom WBSLCD

From the Public Information Coordinator
John Ross, KD8IDJ - PIC
john.ross3@worldnet.att.net

FROM THE PIC

S

TALK...ON AND OFF AIR

For the past eight months I think we have all noticed an increase in on-air QSO’s. That’s a great thing and the
more we use our frequencies the better. But sometimes just talking in person can yield valuable knowledge and
insight not just to our friends but for ourselves as well.

Last week I met a good friend for lunch. He’s not only an Army buddy but an amateur radio operator.
Somehow, we began comparing our childhoods and how we got where we are now as hams. Surprisingly we
have lived almost parallel lives. By the age of eight we both had been “experimenting” with the electronics of
the day...blowing up capacitors, smoking resistors, discharging cathode ray tubes! Both of us had been
dragging old TV’s and radio’s home from the trash and making them work again with a little help from the drug
store tube tester.

We graduated to making crystal receivers, transmitters and many other dangerous electronic concoctions both
unaware we were really getting a hands-on learning experience that would serve as well for the rest of lives. It
was truly amazing that two guys who grew up miles and decades apart would someday be sharing our
experiences as active amateur radio operators. Maybe it was something in the water, DNA or just something in
the smoke but it was all good...and I think necessary.

We need to get to know each other on and off the air...it completes the amateur radio experience and give us
more good memories of why we do what we do...and what we have done. So, pick up a microphone, pick up a
telephone or pick up the check at lunch and get a glimpse of your past, present and future! Who
knows...someday they might invent a drug store double sided circuit board tester!
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HAMSSS

By now you have probably heard about the FCC introducing some new rules that will increase the fees for
Amateur Radio Licensing.

ARRL Great Lakes Division Director Dale Williams, WASEFK wa8efk@arrl.org sent an email a week ago
outlining the proposed increases and fees and issuing a CALL TO ACTION for us to let the FCC know what we
think.

Dale could not have said it better in suggesting we express our objections with (good) arguments to the
proposed fees,

Here are Dales suggestions:

1.We do not recommend arguing that the $50. fee every 10 years, which amounts to $5.00 a year, will “kill”
amateur radio, even though as proposed this is for each covered application, which includes upgrade
applications. Tech-General-Extra could be $150. If exams taken at different sessions, a substantial amount. But
it “rings” the wrong way to say the whole service turns on $5/year for each licensee. If that’s all it would take

2. The Commission argues that the charges are required by the statute. The word used is “shall”, which is
mandatory, not optional. But the statute does not set the amount, nor does it prohibit reasonable exceptions —
evidenced by the Commission’s proposal to exempt from fees administrative update applications based on
policy grounds.

3. This is not “aimed at amateur radio to kill it.” There is a long history and precedent on charging fees for the
licensing service involved, just as there is for passports, green cards, drivers' licenses (issued by states),

etc. Better to make pertinent arguments on why the fees would impair the public benefits of the amateur radio
service than argue that the whole service might die as a result of a fee that, in fact, is less than the fee many of
us paid in the 1960’s and 1970’s.

4. For background: this proceeding is being handled by staff unfamiliar with amateur radio. It is being handled
in the FCC’s Office of Managing Director (OMD), not in the Wireless Telecommunications Bureau where the
amateur-specific Part 97 matters are handled. The focus of OMD is accounting — budgets and the like for the
entire Commission.

The fee proposals cover every FCC license and service across the board and the consideration was directed by
Congress. It is recommended keeping “ham jargon” out of comments, it won’t be understood by the intended

recipients.

PUMPKIN PATROL HAM RADIO STYLE

Trick or Treating will be little different this year...with EVERYONE wearing a mask of
some kind! Most communities have agreed to let the Trick or Treating continue but along
with that is the safety of our kids.
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Many Amateur Radio Clubs will be working the Pumpkin Patrol...using mobile hams to keep track of any
Witches, Goblins or Superheroes who stray and might me in danger. These folks deserve a lot of THANKS and
appreciation for their efforts. If you can, try to help this year. It’s another great thing that ham can do.

2021 Newsletter Contest

One semi-final note about the 2021 Ohio Section Newsletter Contest.

Entries can be sent beginning in DECEMBER if you send your January newsletter then...so
for some clubs just about a month away!

Remember you will need newsletters from two different months to be officially entered.
But don’t worry...l will remind you next month!!

That’s it for how...have a great and Safe Halloween

73,

John, KD8IDJ

From the Section Youth Coordinator
Anthony Luscre, K8ZT - SYC

k8zt@arrl.net

Preparing for Winter, Ham Radio Activities

In the summer months of COVID-19, many of us tried to
spend some time outside, in nature, away from other
people; but as winter approaches, we will be spending
more time indoors, mostly isolated in our homes. I have a
couple of ideas for using Amateur Radio to fill your indoor
days (and nights).

Contesting

One big Amateur Radio activity over the winter is contesting. If you are already an avid contester, [ don’t need
to say anymore, but here are some tips for getting started if you are not. Recently I put together a slideshow
“Introduction to Amateur Radio Contesting” for presentation at an ARRL Learning Network Webinar on
November 3rd, 1:00 PM EST (1800 UTC). If you are an ARRL member, you can register to attend live or view
the recorded session at your leisure.

Getting started in Amateur Radio Contesting is not difficult, and it can have many positive effects even without
winning or even scoring highly. You may want to view the complete slideshow (tiny.cc/contestintro) for details,
but I will boil it down to six steps for this article:
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1. Have an HF Radio and suitable antennas for bands you plan to
operate on
2. Find out Contest Information (dates, times and rules)
3. Prepare for Contest Logging
a. Install Computer Logging Software (two popular
programs- N1MM free or N3FJP $)
b. Or use paper logs or your general logging software if you
will not be submitting an entry.
4. Know your exchange for the contest (read rules for exchange)
a. Help Finding your CQ Zone, ITU Zone, Grid, etc.
i.  Zone-Check
1.  CQ Amateur Radio
1i.  Finding your Grid Square
iv.  Mapability EI8IC
v.  Levin Central
5. Get on the air and make contacts.
a. Listen for people calling CQ Test, Contest, or specific contest name.
b. Answer their calls and give your exchange when they respond
c. Log your contact
6. Submit your log to the sponsoring group (see rules)

A few other things that may help with AR Contesting:
e Find a friend who is familiar with contesting for help and advice.
e Watch Youtube videos on contesting.
e Visit the Contesting page of my website (www.k8zt.com)

Learn Morse Code (CW) or Increase Your Skills
Now that it is no longer required for AR licensing in the US, CW is something you can choose to learn and use,
but why would you bother learning CW if it’s not required?

e [t can be fun

e CW gets through even in poor band conditions.

e [t is prevalent in contesting.

I have a slideshow in this (yes, I know I probably have way too many slideshows)
“Having Fun With Morse.” It discusses learning CW, using it to make contacts even
when your skills are not so good or just rusty. By the way, one of the best ways to
learn Morse is with a buddy or even a whole group. Two groups have online classes
available to help you learn and use Morse:

e CW Ops’s CW Academy- https://cwops.org/cw-academy

e Long Island CW Club- https://longislandcwclub.org/cw-online-classes (they have both kid and adult

classes)

Upgrade Your Amateur Radio License
Winter is a great time to study for an Amateur Radio License upgrade (Tech to General or General to Extra).
Both upgrades will get you a lot more operating privileges and/or frequencies.
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Again, one of the best ways to do this is with a group. Many local radio clubs run classes for all three levels of
licensing (Tech, General and Extra). My local club, the Cuyahoga Falls ARC, is doing our classes online this
time around (we are currently completing a Technician licensing class and will be starting a General level class
after New Year). If you want to go the solo route, there are many licensing manuals available. Also, there are
many online sample tests you can take to get ready.

Get On The Air!
Finally, plan to get on the air more. You may even want to consider a few new activities:
e Try anew band
o 160M is at its best in the Winter
o Give the so-called WARC bands a try (30, 17 and 12 Meters)
o Give 60 Meters a try
o Go really low and try our two newest bands, 2200 and 630 Meters
e Try anew mode
o FT8 and FT4 are two hot new modes
©  On the VHF/UHF front, try one of the digital modes- DMR, D-Star, System Fusion II (C4FM)
e Try a new activity
o Participate in a Net- HF, VHF or UHF
o Try contesting
o Start award chasing with WAS or DXCC; if you already have them try other awards-
www.gsl.net/va3rj/awards_usa.html

73, Anthony K8ZT

ARRL Learning Network Webinars

ARRL members may visit the Learning Network website to register for upcoming sessions and to view
previously recorded sessions. The schedule is subject to change.

How to Get Started in Amateur Radio Contesting: Anthony Luscre,
K8ZT

Why do hams contest? How would I benefit from contesting? What do I need \
to get started in contesting? What are good contests for beginners? Where

ARRL 1

can I learn more? This session will answer all of these questions and more. L E A R N I N G .

Tuesday, November 3, 2020, 10 AM PST/1 PM EST (1800 UTC)

NETWORK
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From the Section Traffic Manager
David Maynard, WASEZN — STM
wa3ezn(@att.net

The 2020 recipient of the Ohio Single Sideband Net Garlock Award is Dick
Wayt, WD8SDH. Dick is a former Chief of Police, Cambridge, Ohio PD. Dick is
retired now after 35 years of service to the community and 21 years USAF active
and Guard service as a mas